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Abstract
While much of the privacy discussion around big data
centers on broad data collection across many aspects of
life and commerce, I believe some of the most interesting
privacy dilemmas will arise as big data is used in the
home. Whereas domestic big data holds the potential for
improved sustainability, customizability, and convenience,
it can also unwittingly turn a traditionally private space
into one that exposes family members to companies,
governments, and each other. In this position paper, I
discuss my early thoughts on the future of networked
privacy in the home.
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Introduction
The concept of “big data” holds promise for discovering
otherwise hidden patterns and for automatically adjusting
an individual’s world to his or her preferences. It also
holds perils for privacy as average users begin to lose
control of how information about them is collected,
stored, and, perhaps most critically, acted upon. Because



of its advantages and utilities, big data’s rise to increasing
societal prominence appears inexorable. Furthermore, the
ability to collect data grows every year. Sensors become
cheaper and ubiquitous, methods for distributed
computing become more efficient, and the cost of disks on
which to store data plummets.

As a result, three types of “big data” streams can
contribute to the home’s functionality. One stream is
detailed data of every event and interaction in the user’s
home, the second stream encompasses similar data from
all other users’ homes, and the third stream involves other
sensors (e.g., of weather) from throughout the world.

The Internet of Things, in which myriad sensors and
household devices are networked, holds the potential for
many benefits in the home. For example, a network of
low-power sensors throughout the home can contribute to
sustainability initiatives by identifying wasted
electricity [13]. Similarly, the combination of networked
sensors and networked devices can make the home feel
more “homey” and welcoming [6] through targeted
customization and automatic adjustments [10].

Both to enable these sorts of benefits, as well as to help
users debug their home when it adjusts in undesired ways,
the data the home collects will sometimes need to be
accessible to, as well as intelligible to, users. For instance,
a member of a household might wonder why the lights in
the kitchen automatically illuminate around three in the
morning, and the system might respond “because
someone has been cooking at that time each day.”

Privacy Issues
This combined collection and presentation of big data
collected within a user’s own home raises critical privacy
concerns because of the home’s unique privacy

characteristics. The home often encompasses multiple
members of a family or other collective group, often with
complex relationships and dynamics. Furthermore,
domestic life has historically been regarded as a “sacred
precinct” where an individual has the right “to be let
alone” [12]. Even for children and teenagers, who have
minimal legal rights to privacy from their parents, parents
generally afford varying degrees of privacy as
demonstrations of respect and trust, or even based simply
on their conceptions of human dignity [2, 11].

As a result of these characteristics, large-scale data
collection in the home has important consequences.
Constant monitoring in the home can lead to anxiety and
changes in behavior [7], in addition to causing tensions
between family members [1]. Power dynamics are also a
key factor in understanding privacy impacts as technology
enables new types of data collection [8]. Furthermore, the
collection and sharing of big data in the home will
generally happen without the household members being
aware. This conception of privacy contrasts sharply with
other types of networked privacy in which users often have
more control over sharing, yet imperfect views of the
consequences and audiences for their data [4].

In my recent work, I have sought a greater understanding
of these consequences. For example, my coauthors and I
recently conducted a qualitative study of parents’ and
teenagers’ perspectives on a proposed type of
home-entryway surveillance system that takes a big-data
approach to preventing burglaries [9]. Our teenage and
parent participants agreed on the security advantages of
connecting door locks and entryway surveillance cameras
to the Internet and collecting constant data from them.
However, due to the extent to which constant data
collection in the home would potentially alter trust and



change norms of interaction, a number of our teen
participants wanted much more limited data collection
than the parent participants.

Other Application Areas
While much of my recent work has focused on privacy
issues in the home related to teenagers and parents, smart
homes have applications for many life phases [5]. For
instance, gerontechnology and technology-assisted
eldercare have been widely researched from both
functionality and privacy perspectives [3]. These sorts of
technologies can help the elderly remain in their homes by
looking out for their safety and well-being, yet can also
enable surveillance of the elderly by other family members.

How data from one home is aggregated and used in other
homes similarly has potentially treacherous consequences.
For instance, just as Google uses other users’ search terms
and subsequent behaviors to improve searches, the Nest
thermostat [14] collects data from the home and uses it to
make inferences about energy consumption. One could
imagine the next logical step in which sensor data from
many homes could make the customization and
adjustment of the home more seamless. From a
functionality perspective, such data-driven adjustment
could be very useful. However, major privacy issues would
again crop up.

Conclusion
Going forward, I am very interested in designing
mechanisms and interfaces that preserve as many benefits
as possible of big data, yet in a way that preserves privacy
as a first-order goal. In particular, I am currently planning
a series of studies that seek to understand what users do,
and what they do not, consider private about the types of
sensor readings and subsequent inferences that could be

made in the home. Armed with this understanding, I hope
to focus on designing big-data mechanisms that essentially
know when they should present their inferences to anyone
in a family, when an inference should be targeted to a
particular person, and when they should remain silent.

At the Future of Networked Privacy workshop, I hope to
share my perspective on this topic, as well as the many
other aspects of networked privacy that interest me. I also
hope to receive feedback from the other attendees on how
to think about privacy and big data in domestic
environments.
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