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Abstract 

The number of older adults using the Internet continues 

to increase. However, as they age, they may develop 

age-related impairments that affect their ability to 

perform tasks online. People who begin to experience 

such impairments will need help from family members 

or caregivers to manage their activities online or 

privacy settings associated with online accounts. The 

question then becomes how to introduce intermediary 

support for older adults to manage the privacy of their 

online activities while preserving autonomy and 

independence in managing accounts long-term. We 

discuss mechanisms and tools to manage privacy, 

account information, and remote desktop sharing.  
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Introduction 

Managing privacy online is a complex process. Most 

research on privacy and security has focused on 

challenges and opportunities of mainstream 

populations. In this paper, we highlight the challenges 

and opportunities of online privacy and account 

management for populations who are often 
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marginalized by mainstream online social technologies 

(e.g. young adults with cognitive disabilities, older 

adults). These vulnerable groups are at higher risk of 

being left out of online interactions, despite their desire 

for partaking in such activities [4]. In this abstract, we 

focus our discussion on older adults (age 65+) as a 

critical population of study for the concept of “online 

caregiving” given the high likelihood of one developing 

multiple impairments and chronic health conditions in 

later stages of life. An important open question is to 

understand how to support aging populations online, 

who are facing end-of-life transitions that require not 

only in-person caregiver support but also assistance 

with one’s online activity and its inherent privacy 

aspects.  

Over the course of one year, we conducted weekly field 

observations (1-2 hours per week) in the computer lab 

of a senior residential community (an independent and 

assisted living facility). Based on these observations, 

we have identified several challenges of privacy and 

networked communication faced by older adults. 

Consistent with existing research [11], we observed 

that adult children have become responsible for 

initiating the creation of new online accounts and 

managing privacy information (e.g. passwords) for the 

older adult. When an older adult encountered problems 

logging in to their account, they would often call a 

family member who had the password written down or 

knew the responses to the security questions. 

Furthermore, we learned of the complex ways in which 

distributed social support networks help care for seniors 

online. For example, one resident described an 

experience in which she needed troubleshooting help 

on her computer. Her son established a remote desktop 

session to guide her through fixing her problem. The 

added help from an adult child in these cases shows 

how networked privacy must consider mechanisms to 

support the role of intermediary caregivers in online 

spaces. The use of a family member as an intermediary 

for helping manage one’s privacy of online accounts will 

only become more difficult with future generations of 

older adults, who are likely to have multiple accounts 

(e.g. e-mail, social networking sites, online banking). 

Therefore, we need new tools, approaches, and 

techniques to help people age online as complex, late-

life disabilities and health conditions shape our ability to 

independently manage such experiences.  

Impact on and Role of Intermediary Parties 

Existing literature shows that the adult child plays an 

important role in the learning and decision-making 

process for older adults [11]. For example, many of the 

older adults we observed were introduced to new 

technology and taught how to use new iPads, e-

readers, and laptops by younger family members who 

purchase these devices on their parent’s behalf. From 

our observations, we have seen that managing and 

learning the inherent privacy norms  of such new 

technologies becomes more complex for those older 

adults who may be geographically distributed from their 

family members. Older adults have had to rely on 

traditional communication channels (e.g., telephones) 

and other’s availability to receive support with privacy 

settings (e.g., social media configuration) or even 

understand the implications of privacy settings 

depending on the technology. Managing privacy 

becomes even more complex for those older adults who 

may require higher levels of assistance than more 

independent seniors. Although some older adults have 

a professional, paid caregiver who assists them with 

daily activities, the vast majority rely on unpaid 



 

caregivers (e.g., family members), who can easily 

become overwhelmed by the day-to-day demands of 

caregiving [10] let alone the challenges of helping older 

adults interact online. Therefore, any solution to ease 

the process of networked privacy for seniors needs to 

consider the broader context of use and role of 

potentially already overburdened caregivers.  

Perceptions of Privacy and Challenges 

There are two key theories of privacy we choose to 

highlight. One is Westin’s theory of privacy, which is 

defined as controlling how an individual’s information is 

communicated to others [1]. Second is Altman’s theory 

of privacy, which focuses on regulating one’s space or 

perception of space [5]. From focus groups of older and 

younger adults on their perceptions of privacy, one 

study has shown that older adults focus on Altman’s 

definition of privacy emphasizing preserving privacy of 

their location rather than information [9]. Additionally, 

seniors think about information differently than 

younger adults, focusing on privacy information such as 

social security numbers and health information rather 

than status updates and photos as information [9].  

Other research has shown that older adults are less 

accurate at deciphering credibility cues online [7] and 

follow Westin’s theory of privacy. Using digital trace 

data from public Facebook profiles, researchers 

analyzed public sharing behaviors of older adults 

[2].Their results showed that seniors tend to base their 

privacy-sharing mechanisms and frequency of sharing 

photos on their friend’s behaviors and patterns online. 

More generally, older adults did not want to upload 

pictures of themselves because this was seen as “not 

socially acceptable” and unsafe [6]. Furthermore, 

society has different expectations for men and women 

as they use sites differently [3]. For example, prior 

work indicates that male older adults may be more 

concerned about hackers than females [6].  

This growing body of work points to a crucial gap in the 

literature on how to help protect aging populations 

online, pinpointing the lack of solutions to help older 

adults maintain and manage their own privacy. As new 

models of privacy are developed, privacy norms must 

take into consideration the older adults’ perception of 

privacy across multiple platforms as well as the 

physical, communicative, and cognitive changes 

inherent in aging populations over time. 

Future of Online Caregiving and Privacy 

We see the notion of online caregiving as an important 

and exciting area of research, particularly as it relates 

to online privacy for aging populations. We draw on the 

literature and our own field work to offer three areas of 

study for this emerging research space: 

Balancing Independence in Account Management 

Older adults do not want to burden their relatives but 

also do not want to feel ‘watched’ while they receive 

online account support. They want to control how to 

present their information to others. Therefore we echo 

prior research, proposing that systems should show the 

older adult what account information is being monitored 

and how privacy setting changes are made [10].  

Supporting Privacy Mechanisms 

It is important to design solutions to support privacy for 

older adults based on their perceptions of networked 

privacy. Based on early focus groups on privacy which 

show that seniors are more concerned about privacy of 

their physical locations [9], we propose mechanisms for 



 

older adults that explain privacy in terms of location. 

For example, older adults may restrict information to 

members in specific locations such as in their 

independent living community, whereas younger adults 

may restrict certain pieces of information to varying 

levels of their contacts.  

Ethics of Online Caregiving 

Prior work shows older adults are aware of the 

tradeoffs between autonomy and privacy [8]. In this 

research, relatives providing direct support for account 

management acknowledge that older adults give up 

control over their online autonomy to some degree. 

Furthermore, this loss of control becomes more evident 

as older adults suffer from age-related impairments, for 

example cognitive and vision impairments, and thus 

rely more on their caregivers. However, it is unclear the 

extent to which decisions about privacy and online 

activity must be made by the caregiver or how 

networked privacy systems should support the decision 

making behaviors of the older adults. Additional 

research is needed to determine how privacy attitudes 

and norms should change and who ‘owns’ the right to 

make online account decisions as one’s abilities change 

over time. 

Conclusion 

Managing privacy online involves understanding norms, 

knowledge about the use of online tools or being aware 

of what might be sensitive information. Managing these 

issues increases when users have multiple online 

accounts (e.g. email, online banking, online store 

accounts, social network sites). Therefore, caregivers 

are stepping in to alleviate the process of managing 

networked privacy decisions for older adults who may 

experience varying levels of cognitive disabilities. The 

involvement of caregivers highlights unique challenges 

in ethically balancing autonomy and independence, as 

well as rigor and simplicity in theoretical and technical 

applications of privacy. 
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