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Abstract
With the rising popularity of wearable cameras such as
Google Glass, Narrative Clip, and the Autographer, we
expect that researchers will be increasingly interested
in camera-related research and user studies. However,
these studies raise important privacy-related
challenges to researchers. In this paper, we reflect on
our experience running a user study with lifelogging
cameras, addressing the problems of an unclear legal
framework, different boundaries for expectations of
privacy, and limitations on ecological validity due to
compromises in study design meant to protect the
privacy of participants and bystanders. We discuss the
steps that we took to mitigate these concerns and the
reasons behind them as an illustrative example.
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Introduction
Sharing pictures on social media sites has become a
popular way for people to keep in touch with their
friends and family. This popularity is due in part to



advances in smaller, high-quality imaging hardware,
which have allowed almost everyone to carry a capable
digital camera on their phone. In addition to this,
lifelogging, in which people wear a camera that
automatically takes pictures of their everyday activity,
has become practical with the release of affordable
devices like the Narrative Clip,1 Autographer,2 and
Google Glass,3 as shown in Figure 1.

Figure 1: Lifelogging devices.
From left, Narrative, Google
Glass, and Autographer.

Lifelogging devices may collect thousands of photos
each day, which the lifelogger needs to monitor and
curate in order to share photos with others while still
preserving some privacy. We were interested in how
lifeloggers determine which photos should be shared
and which should not, and whether some of these
decisions could be automated to help protect privacy
with less manual effort. We found little existing work in
this area in the context of lifelogging photos intended
for sharing, rather than for study. For example, Thomaz
et al. [10] analyzed how to transform lifelogging images
to occlude privacy-impacting elements while still
collecting data about food consumption, and Jana et
al. [5] investigated privacy-preserving transformations
that allowed only some select information to be
extracted from images. Neither of these approaches
would work for an image whose destination is a social
sharing network, since the entire purpose is to share
something that may be privacy sensitive [8].

We designed a lifelogging study that asked participants
to wear a camera that automatically took pictures and
collected other data (like GPS) throughout the day.
Later, we asked them to review their photos and label

1http://getnarrative.com
2http://www.autographer.com
3http://www.google.com/glass/start

which pictures they would and would not share, and
why they made those decisions [3,4]. In addition, we
have been able to use the data gathered in this study
to design automatic algorithms that detect some
sensitive objects, specifically computer screens
showing sensitive applications [6]. In designing the
study, we worked with our Institutional Review Board
(IRB) and our University’s General Counsel to identify
and mitigate potential risks to our participants as well
as to bystanders. This paper highlights some of the
insights that we learned from this process, which we
hope will be valuable to others who may pursue similar
studies. Our lessons learned included:

• In face of legal uncertainties with these new
devices, researchers’ obligations and
responsibilities suggest we err on the conservative
side to prevent potential privacy breaches.

• Characterizing the expectation of privacy of
bystanders needs great care, as it is not obvious
when and where one’s wearable camera may be
violating reasonable privacy expectations (e.g.
whether a space is public or private).

• Addressing these concerns invariably leads to a
reduction in the data collected, which could reduce
ecological validity, but may be a necessary
compromise for wearable camera research.

Legal Uncertainties
Institutional Review Boards (in the U.S.) protect
participants in studies by setting up ethical standards
by which researchers abide. In IRB-approved
lifelogging studies, however, we must also address
legal issues associated with running such a study.
Participants can harm themselves and others through

http://getnarrative.com
http://www.autographer.com
http://www.google.com/glass/start


the recording and disclosure of their activities.

Researchers need to be aware of legal obligations that
may apply to them. In certain circumstances
researchers have a legal obligation to report evidence
of criminal activity to authorities, potentially without
consent from participants. Failing to report evidence of
child or elderly abuse, for example, is a criminal
offense in some jurisdictions. In other situations, there
may not be mandatory reporting requirements, but
investigators may want to report some evidence for
ethical reasons but cannot due to an informed consent
form that was signed by a participant.

In the U.S., wiretapping laws vary from state to state,
so it may be unclear whether recording a conversation
with someone without consent is legal [1].
Furthermore, audio and video recordings are treated
differently. While some progress has been made
recently on clarifying the legality of recording
government officials (such as police) while they are
performing their jobs, the legality of such recording is
not universal, and may apply only to the video (but not
audio) component.

Figure 2: Lifelogging device
used in our study.

A final concern is that lifelogging study participants
may encounter physical harm, given media reports of
(isolated) violence towards Google Glass wearers [9].
We implemented several mechanisms to minimize
these risks:

• All sharing was simulated – Although we asked
about photo sharing preferences, no data was
actually shared publicly, which reduced the risk of
accidentally revealing private information.

• Obvious camera – The lifelogging device was

worn in a bright red lanyard around the participant’s
neck with a label warning bystanders that it was
recording for a research study (Figure 2).

• No audio recording – We did not record audio,
instead measuring just ambient noise levels.

• Pause and In-situ retroactive delete –
Participants were able to pause image collection,
as well as to retroactively delete data directly from
the device (to reduce risk of upset bystanders or
accidentally captured images).

• Business cards – Participants were given business
cards with study information to give to bystanders
who confronted them out of hostility or curiosity.

Expectation of Privacy
Participants in lifelogging studies need to know where
they can and cannot wear the device, as there are
different, culturally dependent, expectations of what
constitutes a private space. On a college campus, for
example, the rules used by a court of law may not be
what the average student would expect. For example, it
is clear that a student’s dorm room is a private space,
but one could argue that the dormitory hallway is also a
private, shared living space as well; students may
wander to a shared restroom in a bathrobe expecting
that they will not be recorded.

Participants should be told to get informed consent
from bystanders in places where there is an
expectation of privacy, but what about locations having
no expectation of privacy but with strong cultural norms
against taking pictures? In one-on-one settings, like
having lunch with a friend, there are norms that guide
how we behave, and these do not usually allow for
recording without consent. In many cases, it may be a



good idea to get informed consent from bystanders
that would be clearly visible as a central component of
an image, even in public. To clarify private spaces we:

• Used rigorous enrollment procedures –
Participants were enrolled 1-on-1 by a researcher
who reviewed informed bystander consent and a list
of “do’s and don’ts” [4, Supplemental Material].

• Explained private vs. public spaces – During
enrollment, we carefully described the difference
between these spaces and the need to get
bystander consent. Dorms were emphasized, given
our undergraduate participant population.

Threats to Ecological Validity
The ecological validity of a study is greatest when the
decisions made by participants are identical to the
decisions that they would have made outside the study.
In an image sharing study, for example, we might post
the images that a user chooses to share with their
friends to an actual social networking site, so that the
participant’s decisions would have real-world
consequences. While such sharing may be consented
to by the participant, this has the potential to
embarrass bystanders and open up legal risks.

Any lifelogging study will need to deal with the deletion
of images that participants do not want to have
included in the study. While metadata about the image
may be kept (e.g. where and when images are taken,
or a reason for deletion), the image itself, and any
description of its contents, may need to be removed by
a participant for them to be comfortable in taking part
of the study. The lifelogging device may inadvertently
catch the participant (or a bystander) nude, or they
may have taken the device into a location where they

were not supposed to perform recording (e.g. a locker
room), so they need to review and delete any sensitive
data before researchers can view this data.

Unfortunately, these images that participants delete
are likely the most privacy-sensitive, and thus the ones
that a researcher may most want to keep in a privacy
related study. This is likely to impact the ecological
validity of findings and needs to be taken into account
when the study results are analyzed. The threats to
ecological validity that we accepted were:

• All sharing was simulated – We considered
posting images to a social media site, but discarded
the idea because we could not mitigate the risk to
bystanders, no matter the informed consent we
received from participants.

• Deletion was encouraged – To help preserve our
participants’ privacy, the deletion procedure, both
in-situ and at the end of the day, was very
prominent in the user interface. This may have
encouraged more deletion than necessary, but we
erred on the side of preserving their privacy.

These limitations to our study were vital not only to
obtain university IRB and legal approval, but to also
convince participants that we would not put their
privacy at risk. We hope that as this type of study and
the technology becomes commonplace, some of these
legal and social restrictions may be relaxed.

Limitations
We focused on U.S. perspectives in our discussion
about the legal uncertainties and expectation of
privacy. Internationally, these expectations may be
different; for example, in the U.K., it is preferable, but



not mandatory, to get consent from people who could
appear in a picture taken in a public place [7]. In
contrast, in 2014, Hungary banned taking pictures in
public places without the consent of all people in the
picture [2]. Addressing these topics from an
international perspective needs more investigation.

Conclusion
Studies focusing on wearable cameras and lifelogging
photographs will need to keep these privacy issues in
mind, as the understanding and acceptance of this
technology is not a given through either the consumer
or research community. Uncertain legal landscapes,
misunderstandings about expectations of privacy, and
concerns about ecological validity should be addressed
early on in the planning process to prevent undesirable
privacy incidents during the course of the study.
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