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Abstract
We explore how concepts from the field of network science
can be employed to inform Internet users about the way
their personal identifiable information (PII) is being used
and shared by online services. We argue that presenting
users with graphical interfaces that display information
about the network structures that are formed by PII
exchanges can have an impact on the decisions users take
online, such as the services they choose to interact with
and the information they decide release.
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Introduction
The personal information that online services collect from
their users can be shared, aggregated and processed for
various purposes. However, these users are rarely fully
aware about how their information is being used, with
whom it is shared, where is it stored, and what are the
possible consequences of the use or misuse of their
information.



In simplistic terms, the spread of users’ personal
information can be thought of as a network, where nodes
or actors are the different online services (including online
merchants, data aggregators, data brokers, etc.) and the
resource being shared among these actors is users’
personal information. Performing network analysis on the
relationship between these actors could bring to light
probabilistic risks and benefits associated with the
information that different services hold. For instance,
understanding the clustering coefficient of a particular
service could provide an idea on the speed and extent in
which a users’ personal information could be spread.
Similarly, the degree centrality of a service can reveal the
amount of information that flows through it and the
power that a service might have to use this knowledge for
either malevolent or beneficial causes. These insights,
when presented to users through graphical interfaces, can
potentially influence users’ trust on online services, their
decisions to release information online, and their
willingness to control it.

Background and related work
Studies of Internet networks have revealed patterns in
which information can spread most efficiently [9], and
discussions surrounding privacy in a networked world
propose that privacy is a dynamic process which is
affected by situated and evolving interactions [17]. Studies
in the privacy field have indicated that social influence can
play a role in people’s security and privacy attitudes and
behaviours [24]. For instance, a study on students’ privacy
settings in online social networks suggests that students
are more likely to have private profiles if their friends and
roommates have themselves a private profile [14]. Another
study claims that trust behaviours within a community
can influence privacy concerns and behaviours in other
members of that community [16]. Yet another study

suggests that many people learn informal lessons about
online security from stories they hear from their friends
and family, and they in turn retell these stories further to
others, thus forming a network of narrations where
security decisions and behaviours are being socially
influenced [19]. Researchers have also looked at the
impact of applying network analyses and visualizations for
tackling privacy problems and for making users aware of
their actions online [7, 11, 13, 20, 21, 24]. For instance,
Google+ ripples [23] shows users the reach of their
content posted publicly, and Mozilla’s Lightbeam [15]
visualizes the first and third party services that collect
information embedded in users’ web browsing behaviours.

Studies have also shown that transparency from a service
provider can promote trust and revenue for that service
[22]. Providing users with transparency of the exchanges
of their PII among different online entities would be
possible assuming that service providers want to be
accountable and transparent about their data handling
and sharing practices. The technical, legal and societal
implications of accountable online services are currently
being explored by initiatives like the European Cloud
Accountability project (A4Cloud) [18], which builds upon
concepts related to P3P [5] and PPL [2].

Visualizing privacy policies as networks
Most users do not take the time to read the texts
presented in an online service’s privacy policy. Suggestions
have been made for simplifying these policies through
graphical metaphors (e.g. [12]). However, many of these
attempts still require users to possess higher abstract
models of technology and of privacy principles, and they
assume that users are willing to spend time and effort at
understanding them.



Motivated by previous studies which suggest that network
visualizations are a good way to understand the meaning
behind data [3, 6] and that users appreciate interactive
representations of data flows [11, 13], we argue that parts
of a services’ privacy policy would become more intuitive
when translated into a network visualization, as depicted
in the example shown in Figure 1. The figure resembles a
tree structure having the online service in question as the
central node at the top, from which edges branch
according to the relationships specified by the service’s
privacy policy statements that explain the flow of personal
data attributes. Constructing these relationships would be
technically possible assuming that accountable online
services provide machine-readable privacy policies, such as
A-PPL [18], which specifies some aspects of the data
sharing practices of a service. In the visual tree, children
nodes are represented with the logotypes of the online
services that could receive the data. When the user clicks
over a services’ logotype, the node expands to reveal more
detailed information about that service and icons
representing the personal attributes being received by that
service branch out of the selected node, allowing for
progressive disclosure of the policy. Summarized
information about the service provider and the analysis of
its position within the network would be presented in a
side panel.

Although no formal usability studies have been made to
evaluate this visualization idea, we argue that such visual
presentation would be able to provide users with a quick
overview of the way data flows through different online
entities. This is not only more informative and graspable
than the current textual presentation of privacy policies,
but also allows for the progressive and interactive
disclosure of information, dictated by how much the user
wants to know. Besides, studies on the understanding of

network visualizations done by inexperienced students
showed that these students were able to easily identify
properties of the network and to extract information that
was not apparent otherwise [8].

Figure 1: Visualizing data exchanges and usage as specified in
a service’s machine-readable privacy policy.

Data disclosures as ego-centred networks
Internet users leave digital traces in their everyday online
interactions. As a way to provide transparency of the data
disclosures, different visualization techniques can be
designed to inform users about which personal information
has been released to which service at what point in time.
We envision one type of visualization (Figure 2) [1] in
which the user is represented with a profile image in the
middle of the screen, the services to which she has
released information appear in a bottom panel and the
information attributes that have been released appeared in
a top panel. By clicking in one (or many) of the services
at the bottom, the interface shows a “trace” from the
service to the user, and then from the user to the pieces
of information that she has released to that specific
service. If the user instead clicks on a piece of information



at the top, the trace shows which online services have
that particular piece of information. This view can be
thought of as an ego network of radius 1, where the data
subject is being represented as the central node. Only
relevant service providers, which form the radii of the ego
network, are represented with small images of their
logotypes. Different colours or shapes in the links cold be
used to represent explicitly sent data, implicitly collected
data or data inferred from analysis. Detailed descriptions
of this concept and initial usability studies of iterative
design rounds can be found in [1].

Figure 2: Visualizing data disclosures as an ego network.

Trust on online services as a social contagion

Figure 3: Network representation
of level of trust that people
would place in an unknown cloud
service. A total of 130
respondents to a survey are
linked by a geographical
proximity if they are less than 10
degrees in longitude and latitude
from each other.
1 = (No trust at all);
2 = ;
3 = ;
4 = ;
5 = (Trust completely)).

Figure 4: Same as Figure 3,
clustered by world regions
(Scandinavia & Northern Europe;
Central Europe; Northern Africa;
East Europe & the Balcans;
South East Asia; Oceania;
America)

The increasing popularity of recommender and reputation
systems serves as an indication that people rely on the
judgement of others to make trust decisions of their own
[10], a phenomenon also referred to as “social proof” [4].

We performed an exploratory experiment to test the idea
that the level of trust users place on an unknown online

service is influenced by the level of trust that their nearby
peers in the network place on the service. To do this we
created a registration page for a fictitious cloud storage
service, which we called SheepCloud, and invited
participants from different parts of the world to register to
this cloud service previously unknown to them.
Participants were made believe that they could obtain free
GB of cloud storage by submitting their personal
information at the moment of registration and uploading
some initial files to the cloud. After they click on the
registration button, participants were debriefed about the
experiment, then they were asked questions about their
privacy attitudes and to rate, in a scale from 1 to 5, “how
much would you trust a service like SheepCloud with all
your files and data.” Our preliminary results suggest that
clusters emerge in the reported levels of trust from users
in nearby geographic regions. This is visually represented
in Figure 3, where the colour of a node indicates how
much were participants willing to trust this unknown cloud
service provider with their information. Obtaining different
metrics for a larger network, such as the modularity or the
transitivity of trust ranks between connected nodes, could
bring interesting insights and corroborate if in fact “trust”
in online services, and other privacy related concepts,
exhibit properties of social contagion.

Next steps
The ideas presented here would need to be empirically
tested to check not only for the usability of the proposed
visualizations in meaningful contexts of use, but also for
the impact that they may have on the users’ decisions to
disseminate and control their PII. We argue that studies
to corroborate these ideas are possible by adapting the
results from initiatives like the Cloud Accountability
project [18], which makes it technically feasible to recreate
the chain of services in which users’ data flows through.
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