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Abstract 
Why are ongoing legal, design, and policy debates 
around information privacy often divorced from the 
lived experience of everyday digital media use? My 
ongoing research argues that human emotion is a 
critical but under-theorized element in users’ subjective 
sense of information privacy. Building on the theory of 
contextual integrity, I argue for a greater attention to 
‘visceral’ design in information privacy scholarship.  
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Introduction 
At the turn of the last century, prominent lawyer 
Samuel D. Warren and future Supreme Court Justice 
Louis D. Brandeis’ wrote “The Right to Privacy,” a 
seminal yet still surprising cornerstone of American 
privacy scholarship [18]. Warren and Brandeis contend 
that human emotion plays a prominent part in the 
concept of personal identity, and by extension the legal 
notion of privacy. It was “regard for human emotions,” 
the authors declare, which “soon extended the scope of 
personal immunity beyond the body of the individual” 
and into legal remedies such as nuisance law, slander 
and libel” (75). The individual to be safeguarded 
through the authors’ famous formulation of “the right to 
one’s personality” is an emotional person, and the 
privation implicit in the word “privacy” is perceptual 
and sensory privation. According to Warren and 
Brandeis, individuals have the right not to be seen 
when we do not wish to be seen, within reason, in ways 
we do not wish to be seen; not to be overheard in 
private conversations, and not to be interfered with in 
the activity of our feeling, embodied persons.  
 
In a strange reversal, today it is our ephemeral data 
that is kept private from us: users fail to see its 
accumulation on servers or devices, do not feel its 
impacts on us at a distance, and do not know if it is 
being used “appropriately,” or not. The contextually 
appropriate flow of personal information is a 
cornerstone of contemporary theories of information 
privacy, such as Helen Nissenbaum’s theory of 
“contextual integrity” [11] or Julie Cohen’s notion of 
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“semantic discontinuity” [3].  However, individual users 
often fail to appreciate the context for the use and 
abuse of their information, unless that use and abuse is 
amplified or mobilized to interfere with them in material 
ways, ranging from financial inconvenience and loss or 
social encumbrance to physical assault, arrest, and 
imprisonment. In light of the intimate connections 
between our feelings, our data, and our senses of self, 
what measures can carry the body’s practical insights 
into the world of technical, regulatory, policy and 
design work on information privacy? How will we as 
individual users feel close enough to our data to make 
information privacy truly “visceral”?  
 
Visceral Design 
Two technical design strategies have predominated in 
attempts to make information privacy more user-
friendly: provoking users to feel more attached to data, 
and thus more inclined to control its access through 
encryption technologies; or firmly separating data from 
a user’s identity through anonymization, thereby 
ensuring data possessed by external entities is less 
intimately tied to our bodies and selves [17]. While 
both these strategies are necessary, often in 
combination, I advocate for a third, more novel 
approach, which builds on the principles both of 
embodied interaction [4] and of what Donald Norman 
terms “visceral design” [13]. Norman suggests that all 
design elicits an emotional response at three different 
levels:  the visceral, the behavioral, and the reflective. 
The reflective level connects a design with our 
conscious mind; the behavioral level reflects how we 
interact with an artifact; and the visceral level, 
according to Norman, consists of a design’s “look, feel 
and sound,” its “heft” and “sensuality.” Norman assigns 
viscerality to the realm of appearance and sensation, 

where “shape and form matter” (69), claiming that 
humans “are exquisitely attuned to receive powerful 
emotional signals from the environment that get 
interpreted automatically at the visceral level” (65). 
These strategies are rife in computer-supported 
cooperative work. The advent of personal computing 
entailed the translation of insights from ergonomics and 
human kinetics into strategies enabling the comfortable 
manipulation of digital data by a range of users in both 
individual and collaborative settings. Tangible, haptic 
and embodied interfaces are also now major growth 
areas, and the long-neglected senses of smell and taste 
are being explored with increasing frequency in 
interface design studies and consumer services 
alongside a greater attention to emotional experience 
[1,7,10]. 
 
Visceral Privacy 
Visceral privacy entails agreement between a user’s 
subjective sense of information privacy and the 
objective material condition of their data. Individual 
vernacular strategies for preserving information privacy 
are often based in the experience of modulating the 
senses in interacting with our devices, such as averting 
our eyes, clearing (effacing) our browser histories, or 
putting on earphones. Yet how to translate these 
everyday insights into the design interactive systems 
that make manifest the emotional dynamics of 
information privacy is a difficult if stimulating challenge. 
Like gesture and touch, emotions have also long 
implicitly been of interest to the designers, producers, 
and marketers of information technologies. Appeals to 
emotion and touch in particular have often gone hand 
in hand [5]. However, these insights have not always 
applied to critical or emancipatory projects. To develop 
the conceptual, empirical and technical links between 



  

information privacy and visceral interfaces of all kinds, 
methodologies such as critical design, reflective design, 
and other values and design methods [5,6,8,14] have a 
key role to play in envisioning prototype technologies 
that explore what I call “data visceralization” – making 
the tie between our feelings and our data not just 
visible, but visceral, tangible, and emotionally 
appreciable [16].  
 
Ryan Calo’s recent work on “visceral notice” is a strong 
example of the type of design and policy projects 
scholars might pursue as part of a move towards 
making “visceral design” a critical analytic tool in 
information privacy studies [2]. Other projects might 
draw on the rich legacy of work in tangible, embedded 
and embodied interfaces to craft devices that translate 
the activity of data into more viscerally appreciable 
forms. These kinds of systems should range from the 
sort Evgeny Morozov recently termed ”electronic 
provocateurs” designed to jolt us into a more critical 
understanding of privacy’s contours [9] to more widely 
available and used products and services.  
 
Integrating these technical and design tools with novel 
policy and regulatory solutions is an even more 
complicated element in adding emotional context to the 
information privacy puzzle. As Nissenbaum observes 
[12], law and technology are deployed together to 
mutually reinforcing regulatory effect in a number of 
online activities, including the enforcement of 
intellectual property and copyright law. For law and 
technology to work effectively together to safeguard 
information privacy’s emotional contexts, more 
attention will need to be paid to the specific situations 
in which both human feelings and viscerality shape the 
human experience of information privacy. Conceptual, 

technical, and policy protections intended to safeguard 
our information privacy will fail if they do not 
acknowledge and meaningfully engage with the 
emotional terrain over which people traverse in their 
experience of digital media. Kate Shilton has written 
persuasively on the importance of “values levers” in 
facilitating the elucidation of shared social values like 
privacy, and the translation of these values 
conversations into concrete design decisions [15]. 
Shilton defines values levers as “practices that pry open 
discussions about values in design and help [to] build 
consensus around social values as design criteria” 
(376). Attention to the visceral and emotional aspects 
of privacy could and should act as a central value lever 
in current debates around how to safeguard user 
privacy online.  
 
Drawing together privacy, emotion, and visceral 
experience is conceptually difficult precisely because 
these embodied connections have often been felt but 
not articulated. In laying out the ties between these 
phenomena and digital and computational media, this 
research project, still in its early stages, aims to help 
scholars, policymakers, and the public to the need for 
information privacy in the gut.  
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